
China Information Security Industry Indepth Research and

Investment Strategy Report, 2013-2017

 

CONTENTS

 
Chapter 1: Development Overview of China Information Security Industry
　　1.1 Overview of Information Security Industry

　　　1.1.1 Connotation of Information Security Industry

　　　　(1) Definition of Information Security

　　　　(2) Nature of Information Security

　　　　(3) Principle of Information Security

　　　1.1.2 Major Products and Service of Information Security Industry

　　1.2 Characteristics of Information Security Industry

　　　1.2.1 Regional Characteristics of Information Security Industry

　　　1.2.2 Periodic Characteristics of Information Security Industry

　　　1.2.3 Seasonal Characteristics of Information Security Industry

　　1.3 Industrial Chain Analysis of Information Security Industry

　　　1.3.1 Industrial Chain Brief of Information Security Industry

　　　1.3.2 Major Upstream Industries of Information Security Industry

　　　　(1) Development Status of Software Industry

　　　　(2) Development Status of Industrial Control Equipment Market

　　　1.3.3 Major Downstream Industry of Information Security Industry

　　　　(1) Development Status and Trend of Information Industry

　　　　(2) Development Status and Trend of Financial Industry

　　　　(3) Development Status and Trend of Energy Industry

　　　　(4) Development Status and Trend of Military Industry

Chapter 2: Development Status of China Information Security Industry
　　2.1 Development Overview of Information Security Industry

　　　2.1.1 Development Stages of Information Security Industry

　　　　(1) Budding Stage

　　　　(2) Growing Stage

　　　　(3) Widespread Stage

　　　2.1.2 Development Characteristics of Information Security Industry

　　　2.1.3 Influencing Factors to Information Security Industry

　　　　(1) Favorable Factors

　　　　(2) Unfavorable Factors

　　　2.1.4 Market Scale of Information Security Industry

　　　2.1.5 Industrial Structure of Information Security Industry

　　　2.1.6 Common Status and Challenge of Information Security Industry

　　2.2 Development Status of Information Security Industry in Major Provinces and Cities

　　　2.2.1 Development of Information Security Industry in Beijing City

　　　　(1) Supporting Policy of Information Security Industry in Beijing City

　　　　(2) Development Status of Information Security Industry in Beijing City

　　　　(3) Major Enterprises of Information Security Industry in Beijing City

　　　2.2.2 Development of Information Security Industry in Shanghai City

　　　　(1) Supporting Policy of Information Security Industry in Shanghai City

　　　　(2) Development Status of Information Security Industry in Shanghai City

　　　　(3) Major Enterprises of Information Security Industry in Shanghai City

　　　2.2.3 Development of Information Security Industry in Sichuan Province

　　　　(1) Supporting Policy of Information Security Industry in Sichuan Province

　　　　(2) Development Status of Information Security Industry in Sichuan Province

　　　　(3) Major Enterprises of Information Security Industry in Sichuan Province

　　　2.2.4 Development of Information Security Industry in Guangdong Province

　　　　(1) Supporting Policy of Information Security Industry in Guangdong Province

China Information Security Industry Report行业

目 录

1

https://bg.qianzhan.com/report/detail/0c64a3bf249f42d5.html
https://bg.qianzhan.com/report/detail/0c64a3bf249f42d5.html


　　　　(2) Development Status of Information Security Industry in Guangdong Province

　　　　(3) Major Enterprises of Information Security Industry in Guangdong Province

　　2.3 Downstream Demand of Information Security Industry

　　　2.3.1 Parallel Market Demand of Information Security Industry

　　　　(1) Information Security Demand in the aspect of Government

　　　　(2) Information Security Demand in the aspect of Finance

　　　　(3) Information Security Demand in the aspect of Education

　　　2.3.2 Vertical Market Demand of Information Security Industry

　　　　(1) Information Security Demand in the aspect of Large and Medium-sized Enterprises

　　　　(2) Information Security Demand in the aspect of Medium and Small-sized Enterprises

　　　　(3) Information Security Demand in the aspect of household

　　　2.3.3 Demand of Information Security Industry in different Fields

　　　　(1) Information Security Demand in the aspect of State Infrastructure

　　　　(2) Information Security Demand in the aspect of E-government-affairs

　　　　(3) Information Security Demand in the aspect of E-commerce

　　　　(4) Information Security Demand in the aspect of Industry Informationization

　　　　(5) Information Security Demand in the aspect of Urban Informationization

Chapter 3: Market Environment of China Information Security Industry
　　3.1 Policy Environment of Information Security Industry

　　　3.1.1 Supervision System of Information Security Industry

　　　3.1.2 Relevant Policies of Information Security Industry

　　　　(1) “Twelfth Five Years” Plan on the Development of National Economy and Society

　　　　(2) Procedures on Electronic Authentication Service Password

　　　　(3) Procedures on Information Safety Ranking Protection

　　　　(4) Guidance on Information Security Technology basing on Information Security Safe

Implementation of Internet E-government-affairs

　　　　(5) Regulations on Trusted Computing Password Support Platform Function and Interface

Specification

　　　3.1.3 Relevant Standards of Information Security Industry

　　　　(1) Sarbanes-Oxley Act

　　　　(2) Risk Assessment on the Information Security of National E-Government Engineering

Construction Project

　　　　(3) Guidance of Commercial Bank Internal Control

　　　3.1.4 “Twelfth Five Years” Development Plan on Information Security Industry

　　3.2 Economic Environment of Information Security Industry

　　　3.2.1 Status and Trend of Domestic Economic Environment

　　　　(1) Operation of Domestic Macro Economy

　　　　(2) Forecast of Domestic Macro Economy

　　　3.2.2 Development Status of Domestic Informationization

　　　　(1) Development Status of Industry Informationization

　　　　(2) Development Status of Urban Informationization

　　3.3 Social Environment of Information Security Industry

　　　3.3.1 Threat of 2010 Global Information Security

　　　3.3.2 Status of 2010 Domestic Computer Viruses

　　　3.3.3 Analysis of 2010 Domestic Internet Security Hole

Chapter 4: Technology Development of China Information Security Industry
　　4.1 Factors of Information Security Technology

　　　4.1.1 Positioning and Basic Content of Physical Security Technology

　　　　(1) Positioning of Physical Security

　　　　(2) Basic Elements of Physical Security

　　　　(3) Basic Content of Physical Security

　　　4.1.2 Positioning and Basic Content of Cryptographic Technique

　　　　(1) Positioning of Cryptographic Technique

　　　　(2) Basic Principle of Cryptographic Technique

　　　　(3) Application of Cryptographic Technique

　　　4.1.3 Positioning and Basic Content of Identity Recognition Technology

　　　　(1) Positioning of Identity Recognition

　　　　(2) Realization of Identity Recognition

　　　4.1.4 Positioning and Basic Content of Access Control Technology

China Information Security Industry Report行业

2



　　　　(1) Positioning of Access Control Technology

　　　　(2) Basic Content of Access Control Technology

　　　　(3) Model of Access Control

　　　　(4) Realization of Access Control

　　　4.1.5 Positioning and Basic Content of Malicious Code Prevention Technology

　　　　(1) Positioning of Malicious Code Prevention Technology

　　　　(2) Classification and Working Principle of Malicious Code

　　　　(3) Prevention Technology of Malicious Code

　　　4.1.6 Positioning and Basic Content of Risk Analysis Technology

　　　　(1) Positioning of Risk Analysis Technology

　　　　(2) Basic Content of Risk Analysis

　　　　(3) Security Scanning Technology

　　4.2 Information Security Technology System

　　　4.2.1 Layering Technology Protection Framework of Information Security

　　　4.2.2 Regional Technology Protection Framework of Information Security

　　　　(1) Local Computer Environment Security

　　　　(2) Boundary Security and Information Exchange

　　　　(3) Internet Transmission Security

　　　　(4) Supports of Infrastructure

　　　4.2.3 Ranking Technology Protection Framework of Information Security

　　　　(1) Classification of Information Security Ranking Protection

　　　　(2) Technology System of Information Security Ranking Protection

　　　4.2.4 Domestic Technology Protection Framework of Information Security

　　　　(1) Safety Engineering of Information System

　　　　(2) Dynamical Process Protection of Information Security

　　　4.2.5 Guarantee Framework of Typical Information Security Technology

　　　　(1) Regional Protection Framework of E-government-affairs

　　　　(2) Ranking Security Guarantee Technology Framework of E-government-affairs

　　4.3 Overview of Information Security Sub-system

　　　4.3.1 Secure Operating System

　　　　(1) Development of Secure Operating System

　　　　(2) Basic Content of Secure Operating System

　　　4.3.2 Secure Database Management System

　　　　(1) Development of Secure Database Management System

　　　　(2) Basic Content of Secure Database Management System

　　　4.3.3 Secure Network System

　　　　(1) Practical Security Protocol

　　　　(2) Firewall System

　　　　(3) VPN System

　　　　(4) Security Isolation System

　　　4.3.4 Information Security Detection System

　　　　(1) Development of Information Security Detection System

　　　　(2) Intrusion Detection System

　　　　(3) Information Content Detection System

　　4.4 Technology Status and Gap of Information Security Industry

　　　4.4.1 Overview of Information Security Industry

　　　　(1) Domestic Mainstream Information Security Technology

　　　　(2) Production Flow of Information Security Products

　　　　(3) Business Flow of Information Security Service

　　　4.4.2 Technology Gap of Information Security Industry

　　　　(1) Small Gap between China and International Advanced Level in the aspect of Core Technology

　　　　(2) Comparable Ability to Combine Service with Security Technology

　　　　(3) Limited Capability to Transfer Security Technology into Products

　　　　(4) Significant Gap of Application Environment Creates a Huge Potential Market

　　　4.4.3 New Technology Trend of Information Security Industry

　　　　(1) International New Technology Trend

　　　　(2) Domestic New Technology Trend

Chapter 5: Competition of China Information Security Industry
　　5.1 Competition of International Information Security Industry

China Information Security Industry Report行业

3



　　　5.1.1 Development Overview of International Information Security Industry

　　　　(1) Development Progress

　　　　(2) Market Scale

　　　　(3) Market Structure

　　　5.1.2 Competitive Landscape of International Information Security Industry

　　　5.1.3 Development Trend of International Information Security Industry

　　5.2 Investment Distribution of Transnational Information Security Enterprises in China

　　　5.2.1 Investment Distribution of Symantec Company in China

　　　5.2.2 Investment Distribution of McAfee Company in China

　　　5.2.3 Investment Distribution of Kaspersky Company in China

　　　5.2.4 Investment Distribution of RSA in China

　　　5.2.5 Investment Distribution of Fortine in China

　　　5.2.6 Investment Distribution of Cisco Systems in China

　　5.3 Competition of Domestic Information Security Industry

　　　5.3.1 Bargaining Capability of Domestic Information Security Industry

　　　　(1) Upstream Bargaining Capability

　　　　(2) Downstream Bargaining Capability

　　　5.3.2 Potential Threats of Domestic Information Security Industry

　　　　(1) Threats of New Entrants

　　　　(2) Threats of Alternative Products

　　　5.3.3 Competitive Landscape of Domestic Information Security Industry

　　　　(1) Fast Growth of Market, Abundant Manufacturers, and Low Brand Concentration Degree

　　　　(2) Ways for Information Security Manufacturers to Realize Differential Competition

　　5.4 Investment, Merger and Reconstruction of Information Security Industry

　　　5.4.1 Investment, Merger and Reconstruction of International Information Security Industry

　　　　(1) Investment, Merger and Reconstruction Trend of International Market

　　　　(2) Highlights from Investment, Merger and Reconstruction of International Market

　　　5.4.2 Investment, Merger and Reconstruction of Domestic Information Security Industry

　　　5.4.3 Characteristics of Investment, Merger and Reconstruction of Information Security Industry

Chapter 6: Market Segmentation of China Information Security Industry
　　6.1 Market Characteristics of Information Security Industry

　　　6.1.1 Product Structure Characteristics of Information Security Industry

　　　6.1.2 Product Demand Characteristics of Information Security Industry

　　6.2 Information Security Hardware Market

　　　6.2.1 Analysis of Firewall/VPN Market

　　　　(1) Status of Firewall/VPN Market

　　　　(2) Structure of Firewall/VPN Market

　　　　(3) Trend of Firewall/VPN Market

　　　6.2.2 Analysis of IDS/IPS Market

　　　　(1) Status of IDS/IPS Market

　　　　(2) Structure of IDS/IPS Market

　　　　(3) Trend of IDS/IPS Market

　　　6.2.3 Analysis of UTM Market

　　　　(1) Overview of UTM Market

　　　　(2) Development Status of UTM Market

　　　　(3) Marketing Program of UTM Market

　　　　(4) Development Trend of UTM Market

　　　　(5) Forecast of UTM Market Capacity

　　6.3 Analysis of Information Security Software Market

　　　6.3.1 Security Product Market of WEB Business

　　　　(1) Overview of WEB Business

　　　　(2) Security Product Market of WEB Business

　　　　(3) Marketing Program of Security Product Market of WEB Business

　　　　(4) Security Product Market Capacity Forecast of WEB Business

　　　6.3.2 Analysis of Security Management Platform Market

　　　　(1) Overview of Security Management Platform Market

　　　　(2) Development Status of Security Management Platform Market

　　　　(3) Marketing Program of Security Management Platform Market

　　　　(4) Capacity Forecast of Security Management Platform Market

China Information Security Industry Report行业

4



　　　6.3.3 Analysis of Terminal Security Management Market

　　　　(1) Overview of Terminal Security Management Market

　　　　(2) Development Status of Terminal Security Management Market

　　　　(3) Marketing Program of Terminal Security Management Market

　　　　(4) Development Trend of Terminal Security Management Market

　　　　(5) Capacity Forecast of Terminal Security Management Market

　　6.4 Analysis of Information Security Service Market

　　　6.4.1 Overview of Security Service Market

　　　6.4.2 Development Status of Security Service Market

　　　　(1) Market Scale

　　　　(2) Major Enterprises

　　　6.4.3 Development Trend of Security Service Market

　　　　(1) Improving Attention to Security Service of Users

　　　　(2) Strict Information Security Policy will Promote the Popularization of Security Service

　　　6.4.4 Capacity Forecast of Security Service Market

Chapter 7: Production and Management of Major Enterprises of Information Security
Industry
　　7.1 Development Overview of Information Security Industry

　　7.2 Cases Study of Information Security Enterprises

　　　7.2.1 Management Analysis of Beijing Venustech Inc.

　　　　(1) Brief Analysis of Enterprise Development

　　　　(2) Analysis of Major Economic Index

　　　　(3) Analysis of Enterprise Profitability

　　　　(4) Analysis of Enterprise Operational Capability

　　　　(5) Analysis of Enterprise Debt-paying Ability

　　　　(6) Analysis of Enterprise Development Capability

　　　　(7) Analysis of Enterprise’s Equity Structure and Organization Structure

　　　　(8) Analysis of Enterprise Management Model

　　　　(9) Analysis of Enterprise Qualification and Capability

　　　　(10) Analysis of Enterprise Product Structure and Solutions

　　　　(11) Analysis of Enterprise’s Service System and Customer Network

　　　　(12) Analysis of Enterprise Management Advantages and Disadvantages

　　　　(13) Analysis of Enterprise Investment, Merger and Reconstruction

　　　　(14) Analysis of Enterprise Latest Development Trend

　　　7.2.2 Management of Westone Information Industry Inc.

　　　　(1) Brief Analysis of Enterprise Development

　　　　(2) Analysis of Major Economic Index

　　　　(3) Analysis of Enterprise Profitability

　　　　(4) Analysis of Enterprise Operational Capability

　　　　(5) Analysis of Enterprise Debt-paying Ability

　　　　(6) Analysis of Enterprise Development Capability

　　　　(7) Analysis of Enterprise Organization Structure

　　　　(8) Analysis of Enterprise Qualification and Capability

　　　　(9) Analysis of Enterprise Product Structure and Solutions

　　　　(10) Analysis of Enterprise’s Service System and Customer Network

　　　　(11) Analysis of Enterprise Management Advantages and Disadvantages

　　　　(12) Analysis of Enterprise Investment, Merger and Reconstruction

　　　　(13) Analysis of Enterprise Latest Development Trend

　　　7.2.3 Management Analysis of Netac Technology Co., Ltd.

　　　　(1) Brief Analysis of Enterprise Development

　　　　(2) Analysis of Major Economic Index

　　　　(3) Analysis of Enterprise Profitability

　　　　(4) Analysis of Enterprise Operational Capability

　　　　(5) Analysis of Enterprise Debt-paying Ability

　　　　(6) Analysis of Enterprise Development Capability

　　　　(7) Analysis of Enterprise Organization Structure

　　　　(8) Analysis of Enterprise Management Structure

　　　　(9) Analysis of Enterprise Qualification and Capability

　　　　(10) Analysis of Enterprise Product Structure and Solutions

China Information Security Industry Report行业

5



　　　　(11) Analysis of Enterprise’s Service System and Customer Network

　　　　(12) Analysis of Enterprise R&D of Technology Product

　　　　(13) Analysis of Enterprise Management Advantages and Disadvantages

　　　　(14) Analysis of Enterprise Investment, Merger and Reconstruction

　　　　(15) Analysis of Enterprise Latest Development Trend

　　　7.2.4 Management Analysis of Meiya Pico

　　　　(1) Brief Analysis of Enterprise Development

　　　　(2) Analysis of Major Economic Index

　　　　(3) Analysis of Enterprise Profitability

　　　　(4) Analysis of Enterprise Operational Capability

　　　　(5) Analysis of Enterprise Debt-paying Ability

　　　　(6) Analysis of Enterprise Development Capability

　　　　(7) Analysis of Enterprise’s Equity Structure and Organization Structure

　　　　(8) Analysis of Enterprise Management Model

　　　　(9) Analysis of Enterprise Qualification and Capability

　　　　(10) Analysis of Enterprise Product Structure and Solutions

　　　　(11) Analysis of Enterprise’s Service System and Customer Network

　　　　(12) Analysis of Enterprise Management Advantages and Disadvantages

　　　　(13) Analysis of Enterprise Investment, Merger and Reconstruction

　　　　(14) Analysis of Enterprise Latest Development Trend

　　　7.2.5 Management Analysis of Legendsec Information Technology (Beijing) Inc.

　　　　(1) Brief Analysis of Enterprise Development

　　　　(2) Analysis of Enterprise Qualification and Capability

　　　　(3) Analysis of Enterprise Product Structure and Solutions

 

如需了解报告详细内容，请直接致电前瞻客服中心。

全国免费服务热线：400-068-7188  0755-82925195 82925295 83586158 

或发电子邮件：service@qianzhan.com 
 
或登录网站：https://bg.qianzhan.com/
 
我们会竭诚为您服务！ 

China Information Security Industry Report行业

6

mailto:service@qianzhan.com
https://bg.qianzhan.com/

